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Let A be a set of order n and B be a set of order m. An (n, m, w)-perfect hash
family is a set H of functions from A to B such that for any XA with |X |=w,
there exists an element h # H such that h is one-to-one when restricted to X. Perfect
hash families have many applications to computer science, such as database
management, circuit complexity theory and cryptography. In this paper, we provide
explicit constructions of perfect hash families based on algebraic curves over finite
fields. In particular, using the GarciaStichtenoth curves, we obtain infinite classes
of (n, m, w)-perfect hash families with |H|=O(log n) for fixed m and w, which are
among the most efficient explicit constructions for perfect hash families known in
the literature. We also exhibit examples to show the efficiency of the new construc-
tions and their applications to the constructions of cover-free families.  2001
Academic Press
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1. INTRODUCTION
Let n and m be integers such that 2mn. Let A be a set of order n
and let B be a set of order m. A hash function is a function h from A to B.
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We say a hash function h: A  B is perfect on a subset XA if h is injec-
tive when restricted on X. Let w be an integer such that 2wm, and let
H[h: A  B]. We say H is an (n, m, w)-perfect hash family if for any
XA with |X |=w there exists at least one element h # H such that h is
perfect on X.
Perfect hash families originally arose as part of compiler designsee
Mehlhorn [16] for a summary of the early results in this area. They have
applications to operating system, language translation system, hypertext,
hypermedia, file managers, and information retrieval systemsee Czech
et al. [8] for survey of recent results. More recently, they have found
numerous applications to cryptography, for example, to broadcast encryp-
tion [11], secret sharing [5], key distribution patterns, cover-free families
and secure frameproof codes [20].
We will follow the notation in [3]. Let PHF(N; n, m, w) denote an
(n, m, w)-perfect hash family with |H|=N, and let N(n, m, w) denote the
minimum N for which a PHF(N; n, m, w) exists. We are interested in deter-
mining these values. In particular, we are interested in the asymptotic
behavior of N(n, m, w) as a function of n when m and w are fixed. Bounds
on N(n, m, w) have been studied by numerous authors (see, for example,
[3, 4, 6, 12, 16, 21]). In particular, it is proved in [16] that for fixed m
and w, N(n, m, w) is 3(log n). However, this existence result is non-con-
structive. It was believed that it is difficult to give explicit constructions
that are asymptotically as good as the above existence result. Efforts have
been thus made to give explicit constructions which, while not achieving
the above bound, are much more efficient compared to the trivial solution.
The goal of this paper is to explore the explicit constructions for perfect
hash families from algebraic curves over finite fields. We present infinite
classes of perfect hash families from some specific algebraic curves with
many rational points. In particular, using a simple product type construc-
tion due to Blackburn et al. [4, 5], and applying our construction based
on the GarciaStichtenoth curves, for any given integers m and w we are
able to construct infinite classes of perfect hash families in which N is
O(log n). This is the explicit construction of perfect hash families with the
best asymptotic behavior previously known in the literature. We also
exhibit examples to make direct comparisons with previously known con-
structions, and as an application we provide new explicit constructions for
cover-free families with the best parameters known previously.
The paper is organized as follows. In Section 2 we briefly review the
bounds and explicit results of constructions for perfect hash families. In
Section 3 we present our construction from algebraic curves over finite
fields and prove the main result of the paper. In Section 4 we give an
example to illustrate the efficiency of our new construction; and we also
show that our results provide more efficient and explicit constructions of
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cover-free families. In Section 5 we conclude our paper and discuss linear
perfect hash families.
2. PREVIOUS RESULTS ON PERFECT HASH FAMILIES
In this section, we will briefly review some previous existence results for
and previous constructions of perfect hash families.
As before, N(n, m, w) denotes the smallest value N for which a
PHF(N; n, w) exists. All logarithms in this paper are to the base 2, unless
otherwise indicated. We start with lower bounds for N(n, m, w). The first
result is due to Fredman and Komlo s [12]:
Theorem 2.1.
N(n, m, w)
\n&1w&2+ mw&2 log(n&w+2)
\m&1w&2+ nw&2 log(m&w+2)
.
As noted in [4], this lower bound is approximately equal to
mw&2
m(m&1)(m&2) } } } (m&(w&1))
log n
log(m&w+2)
as n   with w and m fixed.
A weaker bound, due to Mehlhorn [16], is
Theorem 2.2. N(n, m, w) log nlog m .
This bound can be met when w=2. In fact, there exists an explicit con-
struction such that N(n, m, 2)=W log nlog mX for any integers nm, where WvX
denotes the least integer greater than or equal to the real number v.
Using an elementary probabilistic argument, the following non-construc-
tive upper bound for N(n, m, w) was proved by Mehlhorn [16].
Theorem 2.3.
N(n, m, w) log\
n
w+
log(mw)&log \mw&w! \mw++| .
114 WANG AND XING
Straightforward approximations, using Theorem 2.3, yield the following
corollary.
Corollary 2.1 [16]. N(n, m, w)Wwew2m log nX.
From Theorem 2.2 and Corollary 2.4, it follows that for fixed m and w,
N(n, m, w) as a function on n is 3(log n). However, the above existence
results are non-constructive, and it was believed that it is difficult to give
explicit constructions that are asymptotically as good as Corollary 2.1.
Efforts have been made to provide explicit constructions which are much
more efficient compared to the trivial solutions or quite reasonable com-
pared to the asymptotically optimal bounds. Most known explicit perfect
hash families are constructed from error-correcting codes by Alon [1],
resolvable balanced incomplete block designs by Brickell [7], and various
inductive techniques by Atici et al. [3]. For a good survey of this subject
we refer readers to Blackburn [4].
In [3], Atici et al. provide various recursive methods resulting in explicit
constructions of PHF(N; n, m, w) in which N is a polynomial function of
log n for fixed m and w. Recently, Stinson et al. [21] employ some com-
binatorial techniques to generalize and improve results from [3]. For given
m and w, they construct PHF(N; n, m, w) in which N is O(C log*(n) log n),
where C is a constant only depending on w, and log* is function from Z+
to Z+ recursively defined as log*(1)=1, log*(n)=log*(Wlog nX)+1 for
n>1.
Blackburn and Wild [6] introduce and study the linear perfect
hash families, they show that there exist explicit constructions for
PHF(N; n, m, w) in which N=(w&1) log nlog m. Although the classes of
linear perfect hash families are of interest in their own right, their construc-
tions are, however, quite restrictive in general, since they require m to be
a prime power and to be very large compared to w and N.
As we will show in Section 3, using algebraic curves, for any fixed
integers w and m we can obtain explicit constructions of PHF(N; n, m, w)’s
with N=C log n, where C is a constant depending only on w and m as n
tends to .
3. CONSTRUCTIONS
In this section, we describe a construction of perfect hash families based
on algebraic curves over finite fields. Before starting our construction, we
need to introduce some concepts and notations that are essential for the
construction. For further results on algebraic curves over finite fields, we
refer to [19, 22].
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We fix some notations for this section.
qpower of a prime;
Fqthe finite field of q elements;
Xa projective, absolutely irreducible, complete algebraic curve
defined over Fq . We simply say that XFq is an algebraic curve;
g= g(X)the genus of X;
Fq (X)the function field of X;
X (Fq)the set of all Fq-rational points on X with all coordinates
belonging to Fq .
A divisor G of X is called rational if
G_=G
for any automorphism _ # Gal(F q Fq), where F q is a fixed algebraic closure
of Fq and Gal(F q Fq) is the Galois group of F q Fq . In this paper we
always mean a rational divisor whenever a divisor is mentioned.
We write &P for the normalized discrete valuation corresponding to the
point P of X. Let x # Fq (X)"[0] and denote by Z(x), respectively N(x),
the set of zeros, respectively poles, of x. We define the zero divisor of x by
(x)0= :
P # Z(x)
&P(x) P (1)
and the pole divisor of x by
(x)= :
P # N(x)
(&&P(x)) P. (2)
Then (x)0 and (x) are both rational divisors. Furthermore, the principal
divisor of x is given by
div(x)=(x)0&(x) . (3)
The degree of div(x) is equal to zero, i.e.,
deg((x)0)= :
P # Z(x)
&P(x)= :
P # N(x)
(&&P(x))=deg((x)). (4)
For an arbitrary divisor G= mPP of X, we denote by &P(G) the coef-
ficient mP of P. Then
G=: &P(G) P.
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For such a divisor G we form the vector space
L(G)=[x # Fq (X)"[0] : div(x)+G0] _ [0].
Then L(G ) is a finite-dimensional vector space over Fq , and we denote its
dimension by l (G ). By the RiemannRoch theorem (see [19, 22]), we
have
l (G )deg(G )+1& g, (5)
and equality holds if deg(G )2g&1.
Now we are ready to describe the construction.
Let T be a subset of X (Fq); i.e., T is a set of Fq -rational points of X. Let
G be a divisor with T & Supp(G )=<. Each point P # T can be associated
with a map hP from L(G ) to Fq defined by
hP( f )= f (P).
Lemma 3.1. Let H=[hP | P # T ]. If deg(G )2g+1, then the car-
dinality of H is equal to |T |.
Proof. It is sufficient to prove that [hP]P # T are pairwise distinct.
Assume that hP=hQ for P and Q in T, i.e.,
hP( f )=hQ ( f ) (6)
for all f # L(G ). This is equivalent to the fact that
f (P)= f (Q) (7)
for all f # L(G ).
Suppose that P is different from Q. As deg(G&P)>deg(G&P&Q)
2g&1, we obtain by the RiemannRoch theorem
l (G&P)=deg(G )& g, l (G&P&Q)=deg(G)& g&1.
By the above results on dimensions, we can choose a function u from the
set L(G&P)&L(G&P&Q). Then it is clear that u(P)=0 and u(Q){0.
This contradicts (7). Hence P=Q. The proof is complete.
Theorem 3.1. Let XFq be an algebraic curve and T a set of Fq -rational
points of X. Suppose that G is a divisor with deg(G )2g+1 and T &
Supp(G )=<. Then there exists a perfect hash family PHF( |T | ;
qdeg(G )& g+1, q, w) if |T |>deg(G )_( w2).
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Proof. Let H be as the above. For a subset X of L(G ) with w
elements, consider the set
SX :=[(u&v)2 | u{v # X].
Then SX has at most (
w
2) elements and the number of zeros of an element
(u&v)2 is equal to the number of zeros of u&v, which is at most deg(G )
since u&v is an element of L(G ). Therefore, the number of zeros of all
functions in SX is at most
deg(G )_|SX |deg(G )_\w2+ .
By the condition |T |>deg(G )_( w2), we can find a point R # T such that R
is not a zero for any functions of SX .
We claim that the function hR is one-to-one on the subset X. In fact,
suppose u and v are two different elements of X. Then (u&v)2 # SX , thus
R is not the zero of (u&v)2, i.e., u(R){v(R). This is equivalent to
hR (u){hR (v). The proof is completed.
Theorem 3.1 gives a construction of perfect hash families based on
general algebraic curves over finite fields. In the examples below, we apply
Theorem 3.1 to some special curves to obtain some families with nice
parameters.
Example 3.1. Consider the projective line XFq . Then g= g(X)=0.
Let N be an integer between 2 and q+1, and t, w be two positive integers
satisfying N>t( w2). Then there exists a subset T of rational points of X with
|T |=N and a divisor G of degree t with T & Supp(G)=<. Applying
Theorem 3.1 gives a PHF(N; qt+1, q, w). Taking N=q+1, we obtain a
PHF(q+1; qt, q, w) provided q+1>t( w2). In particular, a very special case
is the existence of a PHF(q+1; q2, q, w) for q+1>( w2 ) (also see [3,
Corollary 3.2] for this special case).
Example 3.2. Let q= pu for a prime p. Put
Nq (1)={q+w2 - qx if p | w2 - qx and u3q+w2 - qx+1 otherwise,
where w } x denotes the integral part of a real number. It is proved in [18]
that there exists an elliptic curve XFq with Nq (1) rational points.
Let N be an integer between 2 and Nq (1), and t, w be two positive
integers with t3 and N>t( w2). Then there exists a subset T of rational
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points of X with |T |=N and a divisor G of degree t such that
T & Supp(G)=<. Applying Theorem 3.1 gives a PHF(N; qt, q, w) since
g = g(X) = 1. In particular, there exists a PHF (Nq (1); qt, q, w) if
Nq (1)>t( w2).
Example 3.3. Let q be a square and put r=- q. Consider the
Hermitian curve XFq defined by
yr+ y=xr+1.
Then the number of Fq-rational points of X is equal to r3+1=q - q+1
and the genus of X is g=- q(- q&1)2. Let N be an integer between
- q(- q&1)+2 and q - q+1, and t, w be two positive integers with
t- q(- q&1)+1 and N>t( w2). Then there exists a subset T of rational
points of X with |T |=N and a divisor G of degree t such that T &
Supp(G )=<. Applying Theorem 3.1 gives a PHF(N; qt+1&- q(- q&1)2,
q, w). In particular, there exists a PHF(q - q+1; qt+1&- q(- q&1)2, q, w) if
q - q+1>t( w2).
Next, we give an explicit construction based on the GarciaStichtenoth
curves. Let q be a square and put r=- q. Consider a sequence of algebraic
curves Xi given in [13] as follows. Let X1 be the projective line with the
function field Fq (X)=Fq (x1). Let Xi be obtained by adjoining a new
equation,
xri +xi=
xri&1
xr&1i&1 +1
,
for all i2. Then the number of Fq -rational points of Xi is more than
(r2&r) ri&1, and the genus gi of Xi is less than ri for all i1.
Put
Ni=(r2&r) r i&1=(- q&1) q i2, ti=w(c+1) r ix=w(c+1) qi2x ,
w=\ 2c+1 q14 ,
where c1 is a real constant independent of i. Then
Ni>ti \w2+ for all i1,
and there exist a subset Ti of rational points of Xi with |Ti |=Ni , a divisor
Gi of degree ti of Xi such that Ti & Supp(Gi)=<. Applying Theorem 3.1
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gives PHF(Ni ; qti+1& gi, q, w) for all i1. Since Ni=(- q&1) q i2, w=
w- 2c+1 q14x and ti+1& g iw(c+1) rix+1&ri>wcqi2x , we have
Theorem 3.2. Let the prime power q be a square and let c1 be a real
number. Then there exists a
PHF \(- q&1) qi2; qwcqi2x, q, \ 2c+1q14+
for each i1. In particular, taking c=1, we obtain a
PHF((- q&1) qi2; qqi2, q, wq14x)
for all i1.
Before describing the next result, we first recall a simple product
construction of perfect hash families, due to Blackburn et al. [5, 4].
Assume that H1 is a PHF(N; n, n0 , w) from A1 to B1 and H2 is a
PHF(N0 ; n0 , m, w) from A2 to B2 such that B1=A2 . Then it is fairly
straightforward to verify that H=[h2h1 | h1 # H1 , h2 # H2] is a
PHF(NN0 ; n, m, w) from A1 to B2 . That is,
Lemma 3.2 [4]. Suppose there exist explicit PHF(N; n, n0 , w) and
PHF(N0 ; n0 , m, w). Then there exists an explicit PHF(NN0 ; n, m, w).
Combining Theorem 3.2 with Lemma 3.2, we are ready to prove our
main result in the paper.
Theorem 3.3. For any integers mw, there exist explicit constructions
of PHF(N; n, m, w) such that N=Clog n, where C is a constant independent
of n, and n can go to .
Proof. Let mw be two integers. Let q be the least square prime power
such that qm and q14w. Since g(x)=- (2(x+1)) q14 is continuous
on [1, ), it follows that we may choose a c0 # [1, ) such that
- (2(c0+1)) q14=w. By Theorem 3.2, we know that there is an explicit
PHF((- q&1) qi2; qwc0 qi2x, q, w) for all i1. Since qm, there exists an
explicit PHF(N0 ; q, m, w), where the parameter N0 can be effectively deter-
mined by m because of the previous choice of q. From Lemma 3.2, it
follows that there exist constructions for
PHF(N0 (- q&1) q i2; qwc0q
i2x, m, w)
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for all i1. We thus obtain PHF(N, n, m, w) with N=C log n, where
Cr
N0 (- q&1) log q
c0
in which all the parameters of the right-hand side in the equation depend
only on m and w, but n can go to  as n=qwc0qi2x for all i=1, 2, ... . The
desired result follows.
4. EXAMPLES
In this section, we exhibit examples to illustrate the efficiency of our
constructions in the previous section.
Consider PHF(N; n, m, w) with m=w=3. Atici et al. [3] gave an
explicit construction of PHF(3_4 j; 52 j, 3, 3) for any integer j1; this
results in a PHF(N; n, 3, 3) with Nr0.556(log n)2.
Now we look at our construction. Let q=34. From Theorem 3.2 we have
an explicit construction of PHF(8_32i; 34_32i, 34, 3) for all i1. We also
know that there exist constructions for PHF(2k2&2k; k3, 3, 3) for all k2
[3, Corollary 5.2]. Taking k=4, we obtain a PHF(56; 34, 3, 3). Applying
Theorem 3.3, we have an explicit PHF(N; n, 3, 3) with N=56_8_32i,
n=34_32i for each i1. It follows
N=
56_8
4_log 3
log nr70.664 log n.
Thus the asymptotic behavior of our construction as n   is much better
than that from [3].
Another useful example is to look at the applications of perfect hash
families to the constructions of cover-free families.
Recall that a set system (X, B) with X=[x1 , ..., xv] and B=
[Bi X | i=1, ..., l] is called a (v, l, t)-cover-free family (or (v, l, t)-CFF
for short) if for any subset 2[1, ..., l] with |2|=t and any i # 2,
}Bi> .
j{i
j # 2
Bj }1.
The elements of X are called points and elements of B are called blocks. In
other words, in a (v, l, t)-CFF (X, B) the union of any t&1 blocks in B
can not cover any other remaining one.
Cover-free families were first introduced in 1964 by Kautz and Singleton
[15] in terms of superimposed binary codes. They have found many
applications to information theory, combinatorics, communication and
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cryptography. Constructing (v, l, t)-CFF with maximal l for given v and t
has been considered by numerous authors (see, for example, [1, 9, 10, 14,
17, 20, 21]).
In [10], Erdo s et al. showed that for given l there exist (v, l, t)-CFF
with v=O(t2 log l). This result is, however, non-constructive and explicit
constructions with good asymptotic behavior are desirable. In a similar
situation as the perfect hash families, little is known about asymptotically
good and explicit constructions. Using our explicit results on perfect hash
families, we are able to obtain explicit constructions for (v, l, t)-CFF in
which v is O(t4 log l). This is again among the most efficient, explicit con-
structions for CFFs in the literature.
The connections between perfect hash families and cover-free families
have been implicitly studied by Stinson et al. [20]. Assume that H is a
PHF(N; n, m, w) from A to B. Let A=[1, 2, ..., n] and B=[1, 2, ..., m].
We define
X=H_B=[(h, j ) | h # H, j # B].
For each 1in, we define a subset (block) Bi of X by
Bi=[(h, h(i )) | h # H],
and B=[Bi | 1in]. Then (X, B) is a (Nm, n, w)-CFF. Clearly,
|X |=Nm and |B|=n. For any w blocks Bi1 , ..., Biw , since H is a
PHF(N; n, m, w), there exists a perfect hash function h # H such that h
restricted on [i1 , ..., iw] is one-to-one. It follows that h(i1), ..., h(iw) are w
distinct elements in B, which also implies that (h, h(i1)), ..., (h, h(iw)) are w
distinct elements in Bi1 , ..., Biw , respectively. So the union of any w&1
blocks in B cannot cover the remaining one; the desired result follows. We
have
Theorem 4.1. If there exists a PHF(N; n, m, w), then there exists an
(Nm, n, w)-CFF.
Applying Theorem 3.3, we immediately obtain the following result.
Corollary 4.1. For any l, there exists an explicit construction for
(v, l, t)-CFF in which v is O(t4 log l).
In particular, considering the above mentioned example of a
PHF(N; n, 3, 3) with Nr70 log n, we get an explicit construction of
(v, l, 3)-CFF with vr210 log l. Erdo s et al. show in [10] that for any
(v, l, 3)-CFF, one has vW3.1 log lX. Dyer et al. [9] give a probabilistic
construction with v=W13 log lX. Our explicit construct increases the
parameter v around 16 times from the best known probabilistic construction.
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5. CONCLUSIONS
In this paper we give explicit constructions of perfect hash families from
algebraic curves with many rational points. We show that for any integers
m and w, there exist infinite classes of explicit PHF(N; n, m, w) with
N=O(log n), which are more efficient explicit constructions than those
having already appeared in the literature. We show that such perfect hash
families can be used to construct explicit cover-free families that are also
not known previously.
Finally, it is worth pointing out that the perfect hash families constructed
from the algebraic curves are all linear. Linear perfect hash families are
recently introduced by Blackburn and Wild [6]. A perfect hash family H
from A to B is called linear if B is identified with a finite field and A with
a vector space over B. The authors in [6] show that for integers d and w
such that d2 and w2 and q a prime power, a linear PHF(N; qd, q, w)
exists only if Nd(w&1). They also give an optimal linear PHF(N; qd, w)
with N=d(w&1). However, their explicit construction requires that q
is very large compared to d and w, that is, q( 12 t(w&1))
d(w&1). It is
straightforward to verify that our constructions based on the algebraic
curves over finite field are all linear. From Theorem 3.8, we know that
for any square prime power q and w=O(q14), there exist linear
PHF(N; n, q, w) with N=O(log n).
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